Okta IDP Integration with Dotcom-Monitor

This is the SAML SSO integration Step By Step Guide to enable Single SignOn
access to your Dotcom-Monitor service:

Step 1:
Login to your Okta Admin dashboard:

Go to your Okta domain: https://YourOktaDomain.okta.com/
Go to: Admin (https://YourOktaDomain-admin.okta.com/admin/dashboard)
You should need at least App Admin Access on your Okta Account.

Okta Permissions Overview
Step 2:
Adding Custom SAML Application and Initial Configuration

Go to Applications Panel.
From Add Application button in this menu you access the Okta OIN and Apps

Select Platform Web and Sign on method SAML 2.0

Create a New Application Integration

Platform Web

Sign on method () Secure Web Authentication (SWA)

(@) SAML 2.0

() OpenlD Connect

Create Cancel

Create
The first Menu is for App name, App visibility and Logo

reate SAML Integration

[ Y —p——


https://help.okta.com/en/prod/Content/Topics/Security/Administrators.htm

App name: Dotcom-Monitor
Go Next

The next menu is where the SAML settings get enforced.
Use the following values in the coresponding fields.

Single Sign On URI: https://userauth.dotcom-monitor.com/Login.ashx
Audience URI (Entity ID): https://userauth.dotcom-monitor.com/

Name ID format: Transient

G SAML Settings
Single sign on URL F"ttps:.—':‘use-'auth.:IDtcc-'ﬂ-|“Dn|tc|'.ccm.-'_:g n.ashx
~'| Use this for Reciplent URL and Destunation URL
Allow this app to request other SSO URLs
Audience URI (SP Entity 1D) https2fuserauth.dotcom-monitor.com/

Default RelayState

Name ID format Translent v
Application username Okta username -
Update application usermame on Create and update -

Show Advanced Setings

Proceed to the ATTRIBUTE STATEMENTS

In the GROUP ATTRIBUTE STATEMENTS we need to add Roles for group
Role distribution.

We add a variable Name: Roles

With Filter for groups that Starts with: Dotcom-Monitor

Go Next

In the Feedback Menu:

Are you a customer or partner?: I'm an Okta customer adding an internal app
App type: This is an internal app that we have created

Go Finish



Step 3:
Metadata exchange and handling.

From Sign On you will need to export the Okta Dotcom-Monitor app metadata file
You can right click on the Identity Provider Metadata and Save link as for ex.
OktaDotcom-MonitorMetadata this will export the required file.

Dotcom-Monitor

Active | - | View Logs

Sign On

Settings Edit

Configure profile mapping
Default Relay State

SAML 2.0 1s not configured untll you complete the setup Instructions

View Setup Instructions
* Identity Prowvider metadata 1s avallable If this application supports dynamic configuration
REDENTIALS DETAI

Application usermame format COkta usernanme

With the metadata file ready from the app we just created, the Dotcom-Monitor
team need to be notified via a Support ticket submission.

Go to: https://user.dotcom-monitor.com/ticket/createticket.aspx

Upload the Oktametadata file and wait for the Support response with their

Metadata file, which we need for the Certificate used to Encrypt the SAML
assertion from Okta.

After the support reply with the DMSPMetadata.xml file, we need to export the
x509 certificate
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https://user.dotcom-monitor.com/ticket/createticket.aspx

Create a text document that has the first line as:

Paste the certificate encryption between the BEGIN CERTIFICATE and
END CERTIFICATE

Save as file as crt ex. dcmsp.crt

MIIDRiCCAL6gAWIBAGIQW/ krcAlcYRtJa001+HT 3L ANBgkghkiGow0BAQOFADAMS swE QY DVQQDE vI Z YW1 sLkRvdGHvhS 1Nh2 SpdGayLul
B3TwDQYJKoZThvcNAQERBQADgoE PADCCAQoCygEBAMI S 1vUT+ZURKMRuLGtaespT I/ xenVAUA TucqPMh 1 IEch YalalnVeml oAl 13 T8RP g
3JFR/BuLYrHOSNCNI92z1UfzoknKBIdlNT2eXrDzPnZ DT 1vadAf S Ar yr ERNNEmE +Qj A+vufgd YvmZ Ivzrna 3dsOlxvgEMOQr N YS4VyUSCKE

T29tLU1vhml 0b3IuY2 9 IFN1bGZTaNduZW3CEFvaE3ATEGC T SHC NN ER0 9 y4wDQY JK0ZThveHAQENEOADggEBABODBOn] FwiecaNeQVE+1Tu
J+TLOw2d3bulz0X0tKelGE ] GFwREJ6SEYahGEZY/ eRkKnm/ bnRxKnnB+ni i FF+yjwFMIDEU0pDu+WSUviEXVRGTEEQKDLdpaSTE155md 6 Zu

Step 4:
Okta SAML App Encryption Enablement

From the Dotcom-Monitor App in the General menu, Choose SAML Settings and
Edit.

From the SAML Settings Menu Show Advanced Settings.

Select Assertion Encryption: Encrypted

Browse and upload the crt file we made in Step 3.

Application usemame Okta username -
Update application username on Create and update -
Hide Adwvanced Settings
Response Signed hd
Assertion Signature Signad -
Signature Algorithm RSA-SHA1 hd
Digest Algorithm SHA256 b
Encrypted -
Encryption Algorithm AES256-CBC b
Key Transport Algorithm RSA-QAEP -
Encryption Certificate Browse files__.

Go Next and Finish.



Step 5:

Finishing the Assignments and Group setup.

Inside the Okta Admin Dashboard go to Directory and Groups.

We will create 5 Groups based on the Roles name convention of Dotcom-Monitor:
Dotcom-Monitor_Operators

Dotcom-Monitor_ReadOnly_Users

Dotcom-Monitor_Accounting_Users

Dotcom-Monitor_Users

Dotcom-Monitor_Power_Users

This groups are in effect used to provide member users with the designated role for
Dotcom-Monitor.

In the Dotcom-Monitor App and Assignments we proceed to assign this groups.

Assign Dotcom-Maonitor to Groups

dotcom| x

o Dotcom-Monitor_Accounting_Users
Assign

rig o Dotcom-Monitor_ReadOnly_Users
Assign

ral

Done
Step 6:
Testing the SAML SSO flow.

From the EndUser Dashboard we now should have the App assigned and ready.
I okta Q Launch App A Home A~ X pwmon~

Work



Extra.

Full Working Okta Application Config:

dotcom-monitor — | DOtcom-Monitor

Active v View Logs
General Sign On Molbile Assignments
App Settings Edit
Application label Dotcom-Monitor
Application visibility Lo not display application ICon 1o users
Do not display application icon In the Okta Mobille app
Provisioning None
On-Premises Prowvisloning
SCiM
Auto-launch Auto-launch the app when user signs Into Okta.
Application notes for end users
Application notes for admins
SAML Settings Edit
GEMNERAL
Single Sign On URL htups/fuserauth.dotcom-monitor.comsLogin.ashx
Recipient URL https/fuserauth.dotcom-monitor.com/Login.ashx
Destination URL https/fuserauth.dotcom-monitor.coms/Login.ashx
Audience Restriction https://userauth.dotcom-monitor.com
Default Relay State
Mame ID Format Transient
Response Signed
Assertion Signature Signed
Signature Algorithm RSA_SHA1
Digest Algorithm SHA1
Assertion Encryption Encrypted
Encryption Certificate dcm.crt (ChN=sam|.Dotcom-Monitor.com SelfSigned)
Encryption Algorithm AES256_CBC
Key Transport Algorithim RSA_OAEP
SAML Single Logout Disabled
authnContextClassRef PasswordProtectedTransport
Homnor Force Authentication Yes
Assertion Inline Hook None (disabled)
SAML Issuer ID http/Awww.okta.comS{org.externalkey]
ATTRIBUTE STATEMENTS
Mame Mame Format Value
GROUP ATTRIBUTE STATEMENTS
MName MName Format Filter

Roles Unspecified Starts with: Dotcom-Monitor



